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Introduction to Ethics of Ethical Hacking

Key Reasons to Understand Adversary Tactics

1. Proactive Defense: Anticipate and prevent attacks by recognizing TTPs.

2. Efficient Resource Allocation: Prioritize defenses based on relevant threats.

3. Faster Detection and Response: Recognize attack stages in the kill chain.

4. Better Incident Analysis: Identify how breaches occurred and close vulnerabilities.

5. Improved Security Awareness and Training: Focused training on specific tactics like phishing.

6. Employees can better recognize social engineering techniques.
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Recognizing the Gray Areas in Security

1.Privacy vs. Security: Balancing monitoring and privacy rights.

2. Ethical Hacking: Using hacker techniques with permission but facing dilemmas.
3. Active Defense and Hacking Back: Legal and ethical implications.

4. Disclosure of Vulnerabilities: Timing and responsibility of reporting.

5. Insider Threats and Employee Monitoring: Privacy vs. detection.
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SPAMDEXING

Search Engine Spam & Cybersecurity Implications

Also known as search engine spam or search engine manipulation.
Technique to artificially boost website rankings in search engines.

Primarily SEO misuse but with major cybersecurity risks when promoting malicious sites.
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Common Spamdexing Tactics

* Keyword Stuffing: Excessive repetition of keywords.

* Cloaking: Different content for search engines vs. users.

* Link Farming: Networks of interlinked sites for fake popularity.
* Content Scraping: Copying content from legitimate sites.

* Hidden Text & Links: Invisible to users but indexed by engines.
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Cybersecurity Risks of Spamdexing

Malware Distribution: High-ranking sites spreading malicious downloads.
* Phishing: Fraudulent sites ranking high to steal credentials.

* SEO Poisoning / Search Poisoning: Fake pages for trending topics.

* Brand Impersonation: Diverting traffic from real brands.

* Reputation Damage: Google bombing with negative/fake content.
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Defending Against Spamdexing

Search Engine Algorithm Updates: Detect and penalize spam.

Link Monitoring & Reporting: Identify suspicious links and report sites.

User Security Awareness: Caution with unfamiliar links, especially trending topics.

Browser & Endpoint Security Tools: Alerts for dangerous websites.
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NOTE:
Spamdexing blurs the line between SEO and cyber threats.

Vigilance in search results is crucial for cybersecurity.
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INTRODUCTION TO VULNERABILITY ASSESSMENT

What is Vulnerability Assessment?

Systematic process to identify, quantify, and prioritize security weaknesses in IT infrastructure.
Scans systems without exploiting vulnerabilities (unlike Pen Testing).

Why is Vulnerability Assessment Important?

Risk Reduction: Identify & remediate weaknesses before exploitation.
Regulatory Compliance: Meets standards like PCI-DSS, HIPAA.

Business Continuity: Prevents disruptions to operations & reputation.
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Steps in Vulnerability Assessment Process

1. Planning: Define scope & goals.

2. Discovery: Map assets (IPs, devices, software).

3. Vulnerability Scanning: Use automated tools.

4. Analysis & Risk Assessment: Prioritize by severity.
5. Reporting: Document findings & recommendations.

6. Remediation: Fix or mitigate vulnerabilities.
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Common Tools for Vulnerability Assessment

* Nessus: Comprehensive network scanning.

* OpenVAS: Open-source scanner.

* Qualys: Cloud-based vulnerability management.
* Nikto: Web server scanner for misconfigs.

* Nmap: Network discovery + vuln scripts.

Department of Computer Science and Engineering - CY




&

atme

ATME

College of Engineering

- I-GAUGE

Challenges & Comparison

Challenges:

False Positives/Negatives
* Prioritization of many findings
» Need for continuous assessments
VA vs Penetration Testing:
VA: Identifies weaknesses (non-exploitative)

Pen Testing: Simulates real attacks to exploit.

NOTE: Regular Vulnerability Assessments are essential for proactive cybersecurity defense.
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CHAPTER 2

PENETRATION TESTING AND TOOLS
INTRODUCTION TO PENETRATION TESTING

(Pen Testing / Ethical Hacking)

What is Penetration Testing?

Authorized simulated cyber-attacks to identify & exploit vulnerabilities.
» Uses same tools & techniques as real attackers (ethical hackers).

* Goes beyond Vulnerability Assessment by actively exploiting flaws.
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Why is Penetration Testing Important?

Risk Validation: Actively exploit to see real impact.
Security Assurance: Verify defenses against attacks.

Compliance: PCI-DSS, HIPAA, ISO 27001.

Improved Posture: Uncover gaps in controls.
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Types of Penetration Testing

Network: Firewalls, routers, infrastructure.
Web Application: SQL1, XSS, auth flaws.
Wireless: Encryption & access points.
Social Engineering: Human vulnerabilities.

Physical: Bypassing locks & barriers.
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The Penetration Testing Process

Key Teams:

* Red Team (Attackers)
*  White Team (Defenders)

* Blue Team (Management)

Ground Rules: Objectives, Scope, Legal Approval, NDA.
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Pen Testing Activities (Key Phases)

1-2. Passive & Active Scanning: Reconnaissance.
3-4. Enumeration & Fingerprinting: Map targets.
5-7. Exploitation & Privilege Escalation.

8. Documentation & Reporting.
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Penetration Testing Techniques

* External: Outside-in attacks.

* Internal: Assuming insider access.

* Blind / Double-Blind: Limited knowledge.

* Targeted: Collaborative testing.
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Popular Pen Testing Tools
Metasploit: Exploitation framework.
Burp Suite: Web app testing.

Nmap: Scanning & enumeration.
Wireshark: Traffic analysis.

John the Ripper: Password cracking.

Aircrack-ng: Wireless attacks.
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Challenges & Comparison

Challenges: Scope Creep, Resource Intensity, False Positives, Regular Testing Needed.

Pen Testing vs Vulnerability Assessment:
Pen Testing: Exploits vulnerabilities (practical risk).

VA: Identifies without exploitation.
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Real-World Example & Takeaways

Example: Testing a web app for SQL injection — Gain DB access — Recommend input

sanitization.

Conduct regular, scoped Pen Tests to strengthen defenses!
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VULNERABILITY ASSESSMENT Vs  PENETRATION
TESTING

Key Differences for Cybersecurity Professionals

Both are critical but complementary cybersecurity practices.

VA: Identify & prioritize weaknesses (passive).

Pen Testing: Simulate attacks by exploiting weaknesses (active).
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Key Differences
Vulnerability Assessment Penetration Testing
 Purpose: Detect & prioritize vulnerabilities (no exploitation) Purpose: Simulate real attacks by
exploiting vulnerabilities
* Risk: Low (non-disruptive) Risk: Higher (potential system impact)
* Output: Comprehensive list of issues Output: Exploitable paths & practical
risk insights
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Additional Comparison Points

* VA is broader & faster for scanning many assets.

* Pen Testing is deeper, providing proof-of-concept exploits.

* Use VA regularly; Pen Testing periodically or after major changes.

* Together they provide a complete security picture.
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When to Use Each?
Vulnerability Assessment: Penetration Testing:
Routine scans, compliance checks, initial audits. High-risk environments, before major launches,

targeted validation.

NOTE: VA finds the problems.
Pen Testing proves the risks.
Used both for robust cybersecurity!
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Aspect

Objective

Focus

Depth of

Analysis

Approach

Outcome

Complexity

Examples of

Techniques

When to Use

Frequency

TJools

Scope

Regulatory
Requirement

Vulnerability Assessment

Identifies and catalogs vulnerabilities
within systems.

Broad detection of weaknesses and

security gaps.

Shallow - identifies issues but does not
confirm exploitability.

Primarily uses automated scanning tools.

A list of vulnerabilities with risk ratings
and recommendations for mitigation.

Less complex, as it involves identifying

known issues.

Vulnerability scanning, system

configuration checks.

Regularly, tc maintain awareness of
known vulnerabilities.

Typically conducted more frequently
(weekly, monthly, or quarteriy).

Nessus, OpenVAS, Qualys, Nikto.

Broad, covering all potential weaknesses

across systems.

Required by many compliance standards

{e.g. PCI-DSS, HIPAA).

(clo] M b)

- I-GAUGE

INDIAN COLLEGE RATINGS

Penetration Testing

Actively exploits vulnerabilities to assess
real-world risk.

Simulated attacks to determine if

vulnerabilities are exploitable.

Deep - confirms exploitability and potential
impact of vulnerabilities.

Combines manual and automated

technigues to exploit vulnerabilities.

A detailed report of exploited
vulnerabilities, attack vectors, and

recommendations.

More complex, as it reguires simulating
sophisticated attack scenarios.

Scocial engineering, SQL injection, privilege
escalation, network attack simulations.

Periodically, to validate security defenses
and confirm risk exposure.

Usually conducted less frequently (annually

or biannually).

Metasploit, Burp Suite, Nmap, John the
Ripper.

Narrow, often focused on critical systems or

applications.

Often required for compliance as a
validation of security.
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S.No. Penaetration Testing
1. T his is meant for critical real-time systems.
2. T his is ideal for physical environments and network
architecture.
— R It is non-intrusive, documentation and environmental
review and analysis.
. It cleans up the system and gives final report.
. It gathers targeted information and/or inspect the system.
S. It tests sensitive data collection.
7.

It determines the scope of an attack.

8. T he main focus is to discovers unknown and exploitable
weaknesses in normal business processes.
oS, It is a simulated cyberattack carried out by experienced
ethical hackers in a well-defined and controlled
environment.
10. T his is a goal-oriented procedure that should be carried
out in a controlled manner.
= & &

It only identifies the exploitable security vulnerabilities.
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Vulnerability Ascessments

T his is meant for non-critical systems.
T his is ideal for lab environments,

Comprehensive analysis and thhrough review

of thhe target system and its environment.

It attempt to mitigate or eliminate the
potential vulnerabilities of valuable

rescources.

It allocates guantifiable value and

significance to the available resources.

it discovers the potential threats to each

resource.

It makes a directory of assets and resources

in a given system.
T he main focus is to lists known software
vulnerabilities that could be exploited.

It is an automated assessment performed
with the help of automated tools.

T his cost-effective assessment method is

often considered safe to perform.

It identifies, categorizes, and quantifies

security vulnerabilities.
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COMMON CYBERSECURITY VULNERABILITIES

1. Injection Attacks

* SQL Injection: Malicious SQL code to manipulate databases
¢ Command Injection: Arbitrary command execution on servers

« XSS: Malicious scripts in web pages for session theft

2. Broken Authentication & Session Management

» Weak Passwords
* Session Hijacking

* Exposed Session IDs
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3. Sensitive Data Exposure
 Unencrypted Data

» Weak Encryption

GOLD

- I-GAUGE

4. Security Misconfiguration

 Default Settings

« Unpatched Software
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5. CSRF
* Tricking users into unwanted actions

6. Broken Access Control

» Excessive Privileges

* Directory Traversal

7. Insecure Deserialization

* Malicious Object Injection
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8.Insufficient Logging and Monitoring

* No Auditing
* Inadequate Monitoring

9.0utdated Components

Legacy Systems

Unsupported Software:

10. Insufficient Transport Layer Protection

Unencrypted Connections

Weak TLS Configurations
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11.Phishing and Social Engineering
* Phishing Attacks

* Impersonation

12.Insufficient Security Testing

* Lack of Penetration Testing
*Weak Code Reviews

NOTE:

. Follow secure coding practices

. Regular testing & patching
. Defense-in-depth approach
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PENETRATION TESTING TOOLS
Essential Toolkit for Ethical Hackers

1. Reconnaissance & Information Gathering

* Nmap: Network scanning & port discovery

* Maltego: OSINT mapping

* Recon-ng: Automated reconnaissance

* theHarvester: Email/subdomain gathering

2. Vulnerability Scanning

* Nessus
* OpenVAS
* Nikto
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3. Exploitation Frameworks

*Metasploit
*BeEF
*SQLmap

4. Password Cracking

* John the Ripper
* Hydra
* Hashcat

S. Wireless Security

*Aircrack-ng
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6. Web App Testing
* Burp Suite
« OWASP ZAP

» Wfuzz
7. Social Engineering

* SET
* GoPhish

8. Post-Exploitation
* PowerSploit

* Empire

Best Practices
 Learn tool usage ethically
» Combine tools in workflows
» Stay updated with latest versions
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CONDUCTING A SOCIAL ENGINEERING ATTACK
1. Define the Scope

* Obtain Written Authorization
» Set Clear Boundaries

 Specify Goals

2. Reconnaissance & Attack Planning

*Recon: OSINT from websites, social media.

*Plan: Choose vectors (Phishing, Vishing, Baiting, Impersonation)

3. Execute the Attack

 Use Psychological Principles (Authority, Urgency)

* Monitor & Track Responses
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4. Document & Analyze Results

Log All Activities
Gather Evidence

Evaluate Effectiveness

S. Report Findings & Mitigations

Provide Detailed Feedback
Suggest Mitigations

Maintain Confidentiality:
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6. Post-Attack Debrief & Training
* Engage the Target Organization
* Educate Employees
* Update Security Protocols

Ethical Considerations: Authorization, Privacy, Transparency

NOTE:

Social Engineering targets the human element — the weakest link.
Always ethical & authorized!
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COMMON ATTACKS IN PENETRATION TESTING
Simulating Real-World Threats

1. Reconnaissance Attacks

» Passive: WHOIS, DNS enum, OSINT
* Active: Port scanning (Nmap), Vuln scanning

2. Network Attacks
*Man-in-the-Middle (MitM)
*Packet Sniffing
*Denial of Service (DoS)

*Spoofing Attacks
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3. Web App Attacks
*SQL Injection (SQL1)

*Cross-Site Scripting (XSS):

*Cross-Site Request Forgery (CSRF)

*Directory Traversal

4. Exploitation of Vulnerabilities

*Exploitation Frameworks

*Buffer Overflow

*Privilege Escalation
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S. Social Engineering (Phishing, Pretexting, Baiting)
*Phishing

*Pretexting

*Baiting

6. Password Attacks

Brute Force
Dictionary Attack:
Credential Stuffing

7.Wireless Attacks (Evil Twin, WEP Cracking, Deauth)

Evil Twin Attack
WEP/WPA Cracking

Deauthentication Attack
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8. Malware & IoT Attacks

* Trojan Horse
e Ransomware

» Keyloggers

9.10T and Hardware Attacks
Device Exploitation

Side-Channel Attacks
e USB-based Attacks

NOTE

» Understand attack vectors
» Use tools ethically

GOLD

- I-GAUGE

> Focus on defense recommendations
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THE GOOD SAMARITAN ATTACK
Exploiting Human Kindness in Social Engineering

How the Good Samaritan Attack Works

1. Create Scenario of Need
2. Exploit Trust

3. Execute Exploit (Malware, Access)
Examples

* Malicious USB Drops ("Confidential" labels)
* Fake Customer / Tech Support Ruse
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Defending Against It

* Awareness Training
» Technical Controls (Disable Auto-run, EDR)

* Policies & Reporting Culture
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THE MEET-IN-THE-MIDDLE ATTACK
Cryptographic Attack on Multi-Layer Encryption

Working of the Attack

» Targets double encryption (e.g., 2DES)
* Encrypt with K1 + Decrypt with K2 — Find match

Reduces brute-force complexity using time-memory tradeoff

Department of Computer Science and Engineering - CY




s EATME

atme | College of Engineering

Example & Applications

* Double DES example

* Block Ciphers, Hash Functions, Protocols

Mitigation Techniques
» Use larger keys (AES)
* Avoid vulnerable multi-encryption

« Strong key management

Time-Memory Tradeoff Attacks highlight the importance of proper cipher design.
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THE JOIN-THE-COMPANY ATTACK
Insider Threat via Employment Infiltration

Key Features

* Entry via Job Application / Contractor
* Legitimate Access Exploitation

* Blending In

Department of Computer Science and Engineering - CY
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Example Scenarios
* Corporate Espionage
 Data Breach

» Nation-State Infiltration

Detection & Mitigation
* Thorough Background Checks
* Least Privilege & Monitoring

 Audits, Encryption, Training

NOTE: Insider threats are hard to detect. Strong hiring & monitoring are essential!
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PREPARING FOR FACE-TO-FACE ATTACKS
Social Engineering Defense

Awareness & Recognition

* Recognize manipulation tactics (authority, urgency)

» Verify identity before sharing information

Department of Computer Science and Engineering - CY
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Training & Practical Strategies

* Role-playing simulations
 Challenge suspicious requests

* Report incidents immediately
Mitigation & Best Practices

* Physical security awareness

» Two-person rule for sensitive actions
 Continuous education

NOTE: Stay vigilant — the human element is key in social engineering defense!
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UNDERSTANDING FACE-TO-FACE SOCIAL ENGINEERING
Personal Interaction Attacks

Working

1. Gain Trust & Legitimacy

2. Exploit Emotions (Urgency, Fear, Curiosity)

3. Manipulate for Info or Access
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Common Tactics & Examples

» Impersonation (IT support, vendor)
* Pretexting with fabricated stories

* Baiting with physical items
Defense Strategies

* Verify identity always

 Never share credentials under pressure

» Report suspicious interactions

NOTE : Face-to-face attacks target human psychology.
Awareness 1s your first line of defense!

Department of Computer Science and Engineering - CY
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FACE-TO-FACE SOCIAL ENGINEERING

Common Scenarios

« Impersonation of colleagues/contractors
e Tailgating

* Pretending to need help

How to Prepare
1. Recognize Tactics (Impersonation, Urgency)
2. Verify Identities
3. Follow Protocols
4. Be Skeptical & Emotionally Neutral

Practical Defense & Response

* Training, Role-play, Reporting
« Stay Calm, Gather Info, Escalate

Hence, Verify, Report, Train — Defend the Human Firewall!

Department of Computer Science and Engineering - CY
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DEFENDING AGAINST SOCIAL ENGINEERING ATTACKS

Awareness, Policies & Technology
Common Techniques

* Phishing, Vishing, Pretexting

* Baiting, Tailgating

Awareness & Training

* Regular Sessions & Simulations

* Incident Sharing

Department of Computer Science and Engineering - CY
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Strong Policies (Verification, Least Privilege, No Tailgating)
Technological Defenses (Filters, Endpoint Security, Encryption)
Security-First Culture (Reporting, Vigilance)

Response to Attacks (Stay Calm, Escalate, Document)

Department of Computer Science and Engineering - CY
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