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Background

= A cooperating process is one that can affect or be affected by other processes
executing in the system.

Cooperating processes can either

T T

directly share a logical address space be allowed to share data only
(that is, both code and data) through files or messages.

= Concurrent access to shared data may result in data inconsistency.

= Various mechanisms is required to ensure the orderly execution of cooperating
processes that share a logical address space, so that data consistency is maintained.
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Critical section problem

= Consider a system consisting of n processes {P,, P,, ... , P,.1}-
= Each process has a segment of code, called a critical section

= In which the process may be changing common variables, updating a
table, writing a file, and so on.

= The important feature of the system is that, when one process is
executing in its critical section, no other process is to be allowed to
execute in its critical section.

= The critical-section problem is to design a protocol that the
processes can use to cooperate.
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Critical section problem

» The general structure of a typical process Pi is shown in below figure.
 Each process must request permission to enter its critical section.
 The section of code implementing this request is the entry section.

* The critical section may be followed by an exit section.

» The remaining code is the reminder section.
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Critical section

= General structure of typical process p; :
do{
entry section
critical section

exit section

remainder section
} while(TRUE);
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Solution to Critical-Section Problem

1. Mutual Exclusion - If process Pi Is executing In its critical
section, then no other processes can be executing in their critical
sections

2. Progress - If no process is executing in its critical section and
there exist some processes that wish to enter their critical section, then
the selection of the processes that will enter the critical section next
cannot be postponed indefinitely

3. Bounded Waiting - A bound must exist on the number of times
that other processes are allowed to enter their critical sections after a
process has made a request to enter its critical section and before that
request is granted
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Peterson’s Solution

* This is a classic software-based solution to the critical-section problem.
There are no guarantees that Peterson's solution will work correctly on
modern computer architectures

* Peterson's solution provides a good algorithmic description of solving the
critical-section problem.

« It illustrates some of the complexities involved in designing software that
addresses the requirements of mutual exclusion, progress, and bounded

waiting.
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Peterson’s Solution

= Peterson's solution is restricted to two processes that
alternate execution between their critical sections and
remainder sections.

= The processes are numbered P, and P, or P; and P;
where | = 1-i
= Peterson's solution requires the two processes to share
two data items:
Int turn;
boolean flag[2];
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Peterson’s Solution

 turn: The variable turn indicates whose turn it is to enter its critical section.
« EX: If turn == 1, then process Pi is allowed to execute in its critical section

« flag: The flag array is used to indicate if a process is ready to enter its
critical section.

« Ex: if flag [i] is true, this value indicates that Pi is ready to enter its critical
section.
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Structure of process Pi and Pj

do { do {
flag[i] = TRUE; flag[j] = TRUE;
turn = j; turn =1, _
while (flag[j] && turn == j); while (flag[i] && turn ==i);
critical section critical section
flag[i] = false; flag[j] = false;
remainder section remainder section

} while (TRUE); } while (TRUE);
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Peterson’s Solution

 To prove that solution is correct, then we need to show that
1. Mutual exclusion is preserved

2. Progress requirement is satisfied

3. Bounded-waiting requirement is met
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Synchronization hardware

* Software-based solutions such as Peterson's are not guaranteed to work on
modern computer architectures

« Hardware features can make any programming task easier and improve system
efficiency To generalize the solution(s) expressed, each process when entering
their critical section must set some sort of lock, to prevent other processes from
entering their critical sections simultaneously, and must release the lock when
exiting their critical section, to allow other processes to proceed

 Obviously it must be possible to attain the lock only when no other process has
already set a lock.

* Specific implementations of this general procedure can get quite complicated, and
may include hardware solutions as outlined in this section.

» One simple solution to the critical section problem is to simply prevent a process
from being interrupted while in their critical section, which is the approach taken
by non preemptive Kkernels. Unfortunately this does not work well in
multiprocessor environments, due to the difficulties in disabling and the re-
enabling interrupts on all processors.

» There is also a question as to how this approach affects timing if the clock
interrupt is disabled.
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Synchronization hardware

boolean TestAndSet (boolean *target) {
boolean rv = *target;

« Another hardware approach to is for Rt 5 e

prOV|de } return rv;

« These atomic operations. operations Figure 5.3 The defiition of the TestAndSet () instruction.
are guaranteed to operate as a single —
Instruction, without interruption. One ety
such operation is the "Test and Set",
which simultaneously sets a boolean
lock variable and returns its previous |
value, as shown in Figures 5.3 and pEme ey

// critical section

lock = FALSE;

5.4: Figure 5.4 Mutual-exclusion implementation with TestAndSet ().
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Synchronization hardware

 The above examples satisfy the mutual exclusion requirement, but
unfortunately do not guarantee bounded waiting. If there are multiple
processes trying to get into their critical sections, there is no guarantee of
what order they will enter, and any one process could have the bad luck to
wait forever until they got their turn in the critical section.

« Figure 5.7 illustrates a solution using test-and-set that does satisfy this
requirement, using two shared data structures, boolean lock and boolean
waiting[ N ], where N is the number of processes in contention for critical

sections:
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Synchronization hardware

int compare_and_swap(int *value, int expected, int new_value) ({
int temp = *value;

 Another variation on the

if (*value == expected)

+value = new value; test-and-set Is an atomic
| Ee S swap of two boolean, as
, ) o shown in Figures 5.5 and
Figure 5.5 The definition of the compare_and_swap () instruction.
1 5.6:
do {

while (compare_and_swap(&lock, 0, 1) != 0)
; /* do nothing */

/* critical section */
lock = 0;

/* remainder section */
} while (true);

Figure 5.6 Mutual-exclusion implementation with the compare_and_swap ()
instruction.
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Swap Instruction

* Definition:
void Swap (boolean *a, boolean*b)
{
boolean temp = *a;
*a — *b’
*b = temp:
}

Department of CSE- Data Science



FATME

atme | College of Engineering

Solution using Swap

« Shared Boolean variable lock initialized to FALSE; Each process
has a local Boolean variable key.

 Solution:
do {
key = TRUE;
while ( key == TRUE)
Swap (&lock, &key );
/[ critical section lock = FALSE;
// remainder section
} while ( TRUE);
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Semaphore

= Semaphore is a technigue to manage concurrent process by using a
simple integer value known as semaphore.

= Semaphore is simply a variable which is non-negative and shared
between threads. The variable is used to solve the critical section
problem and to achieve process synchronization in multiprogramming
environment.

= A semaphore S is an integer variable that, apart from initialization, is
accessed only through two standard atomic operations:

wait() and signal().
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Semaphore
= Definition of wait() - Definition of signal ():
= wait() -> P [from Dutch word - signal() ->V [from Dutch word
proberen, which means “to test”] verhogen, which means “to
increment”]
wait (S) {
while S <=0 signal (S) {
. /| no-op S++;
S-- }
}
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Semaphore

 All modifications to the integer value of the semaphore
In the wait () and signal() operations must be executed
Indivisibly.

* When one process modifies the semaphore value, no

other process can simultaneously modify that same
semaphore value.
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Binary Semaphore

. The value of a binary semaphore can range only
between 0 and 1.

- In some systems, binary semaphores are known as
mutex locks, as they are locks that provide mutual
exclusion

. Binary semaphores to deal with the critical-section
problem for multiple processes.
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Counting semaphore

 The value of a counting semaphore can range over an unrestricted
domain.

 Counting semaphores can be used to control access to a given resource
consisting of a finite number of instances.

» The semaphore is initialized to the number of resources available.

« Each process that wishes to use a resource performs a wait() operation on
the semaphore.

« When a process releases a resource, it performs a signal() operation.

» When the count for the semaphore goes to 0, all resources are being used.
After that, processes that wish to use a resource will block until the count
becomes greater than 0.
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Semaphore Implementation

« Semaphore Implementation with no Busy waiting

» With each semaphore there is an associated waiting queue.
« Each entry in a waiting queue has two data items:

« —value (of type integer)

» — pointer to next record in the list

* Two operations:

» — block —place the process invoking the operation on the
appropriate waiting queue.

« — wakeup —remove one of processes in the waiting queue and
place it in the ready queue.
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Semaphore Implementation with no Busy waiting

Implementation of wait:

» wait(S){

. value--;

. if (value < 0) {

. add this processtowaiting queue
. block(); } }

* Implementation of signal:

» Signal(S){

. value++;

. if (value <=0) {

. remove a processP from the waiting
. queue

. wakeup(P); } }
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Disadvantages of Semaphores

« The main disadvantage of the semaphore definition requires busy waiting.

« While a process is in its critical section, any other process that tries to
enter its critical section must loop continuously in the entry code.

 Busy waiting wastes CPU cycles that some other process might be able to
use productively.

* This type of semaphore is also called a spinlock because the process
"spins” while waiting for the lock.
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Deadlock and Starvation

Deadlock —two or more processes are waiting indefinitely for an event that can be caused by
only one of the waiting processes

. Let S and Q be two semaphores initialized to 1 P1
. wait (Q);

. wait (S);

. signal (Q); signal (S);

. PO

. wait (S);

. wait (Q);

signal (S); signal (Q);
« Starvation —indefinite blocking.

* A process may never be removed from the semaphore queue in which it is suspended.
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Classical Problems of Synchronization

* Bounded-Buffer Problem

» Readers and Writers Problem
 Dining-Philosophers Problem
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Solution to BB Problem

= We will make use of 3 semaphores:

1. m (mutex), a binary semaphore which is used to acquire and release
the lock, initialized to the value 1

2. empty, a counting semaphore whose initial value is the number of
slots in the buffer, since, initially all slots are empty. i.e. initialized
to the value N.

5. full, a counting semaphore whose initial value is 0
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Bounded-Buffer Problem

= There is a buffer of n slots and each slot is capable of storing one unit of
data.

= There are two processes running, namely, Producer and Consumer, which
are operating on the buffer.

Buffer of n slots

= The producer tries to insert data into an empty slot of buffer.

= The consumer tries to remove data from filled slot in the buffer.
= The producer must not insert data when the buffer is full.

= The consumer must not remove data when the buffer is empty.

= Producer and Consumer should not insert and remove data
simultaneously
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Bounded Buffer Solution(Cont.)

« The structure of the producer = The structure of the consumer process
Process do {
do { wait (full);//until full>0
. . then decre full
wait (empty);//until empty>@ wait (mutex);//acquire lock
and then decre empty // remove an item from buffer
) . signal (mutex);//release lock
wait (mutex);//acquire lock signal (empty);//incr empty
// add the item to the buffer

. // consume the removed item
signal (mutex);//release lock } while (true)

signal (full);//incr full
} while (true)
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Readers-Writers Problem

« A database is to be shared among several concurrent processes.

« Some of these processes may want only to read the database,
whereas others may want to update (that is, to read and write) the
database.

 We distinguish between these two types of processes by referring to
the former as Readers and to the latter as Writers.

 Obviously, If two readers access the shared data simultaneously, no
adverse affects will result.

* However, if a writer and some other thread (either a reader or a
writer) access the database simultaneously, problems may ensue.
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* To ensure that these difficulties do not arise, we require that
the writers have exclusive access to the shared database.

* This synchronization problem is referred to as the readers-writers
problem.
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Solution to the Readers-Writers Problem using Semaphores

= We will make use of two semaphores and an integer variable:

1. mutex, a semaphore (initialized to 1) which is used to ensure
mutual exclusion when readcount is updated i.e. when any reader
enters or exit from the critical section.

2. wrt, a semaphore (initialized to 1) common to both reader and
Writer processes.

3. readcount, an integer variable (initialized to 0) that keeps track of
how many processes are currently reading the object.
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Readers-Writers Problem (Cont.)

Writer Process

do {

/* writer requests for critical
section/

wait(wrt);

/* performs the write */

// leaves the critical section
signal(wrt);

} while(true);
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Reader Process

do {

wait (mutex);
readcount++;

if (readcount 1)
wait (wrt);
signal(mutex);

/* current reader performs reading here*/

wait (mutex);

readcnt--; // a reader wants to leave

if (readcnt == 0)//no reader is left in the critical section
signal (wrt);// writers can enter

signal (mutex); // reader leaves

} while(true);
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Dining-Philosophers Problem
Philosopher either

Thinks Eats
When a philosopher thinks When the philosopher gets hungry he
~ 0 ‘a o He does not interact with his tries to pick up the 2 forks that are
colleagues

/ =\ closest to him(left or right). He may pick
=\ e O /A %p only one fo(rk ata tir%e.) P
) & ’

O

nnot pick up a fork that is already in
. = the han ofarl?eighbor. Y

E When a hungry philosopher has both his

' forks at the same time, he eats without
releasing his forks. When he has finished
eating, he puts down both of his forks
and starts thinking again.
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One simple solution is to represent each fork/chopstick
with a semaphore.

= A philosopher tries to grab a fork/chopstick by executing a walit ()
operation on that semaphore.

= He releases his fork/chopsticks by executing the signal () operation
on the appropriate semaphores.

= Thus, the shared data are :
semaphore chopstick[5];
= Where all the elements of chopstick are initialized to 1.
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Dining-Philosophers Problem (Cont.)

» The structure of Philosopher i:

do {
walit ( chopstick]i] );
wait ( chopstick[ (i + 1) % 5] );
/[ eat

signal ( chopstick]i] );
signal (chopstick[ (i + 1) % 5] );

/I think
} While (true)
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« Although this solution guarantees that no two neighbors are eating
simultaneously, it could still create a deadlock.

 Suppose that all five philosophers become hungry simultaneously

and each grabs their left chopstick. All the elements of chopstick
will now be equal to 0.

» When each philosopher tries to grab his right chopstick, he will be
delayed forever.
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Introduction

» Deadlock is a situation where a set of
processes are blocked because each

 process is holding a resource and
waiting for another resource acquired
by some other process.

» Consider an example when two trains
are coming toward each other on the I (0]
same track and there is only one =~ L O I
track, none of the trains can move il
once they are in front of each other.
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Introduction

A similar situation occurs in operating
systems when there are two or more
processes

« that hold some resources and wait for
resources held by other(s). For Assigned
example, in the below diagram, -
Process 1 is holding Resource 1 and
waiting for resource 2 which is
acquired by process 2, and process 2
IS is waiting for resource 1.

Resource 1

Assigned

to
Resource 2
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System Model

« System consists of resources

* Resource types R1, R2, ..., Rm — CPU cycles, memory space, 1/0
devices

 Each resource type Ri has Wi instances.
 Each process utilizes a resource as follows:

* — request
e — use
* —release

Department of CSE- Data Science



®ATME

atme | College of Engineering

Deadlock with Semaphores

* Data:
— A semaphore S1 initialized to 1

— A semaphore S2 initialized to 1
» Two processes P1 and P2

* Pl:
wait(sl)
wait(s2)
- P2:
wait(s2)
wait(sl)
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Deadlock Characterization

 Deadlock can arise if four conditions hold simultaneously.
« Mutual exclusion: only one process at a time can use a resource

« Hold and wait: a process holding at least one resource is waiting to
acquire additional resources held by other processes

* No preemption: a resource can be released only voluntarily by the
process holding it, after that process has completed its task

Circular wait: there exists a set {P0, P1, ..., Pn} of waiting processes
such that PO is waiting for a resource that is held by P1, P1 is waiting for
a resource that is held by P2, ..., Pn—1 is waiting for a resource that is held
by Pn, and Pn is waiting for a resource that is held by PO.

Department of CSE- Data Science



®ATME

atme | College of Engineering

Deadlock Characterization

usB 1

USB 3 '

D -

Process 2
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Resource Allocation Graph Example

One instance of R1

e Two Instances of R2 R, R,

* One instance of R3 " 2

« Three instance of R4 \@
 T1 holds one instance of R2 and is

waiting for an instance of R1

* T2 holds one instance of R1, one J

Instance of R2, and is waiting for an ;2
Instance of R3 R,

e T3 is holds one instance of R3
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Resource Allocation Graph with a Deadlock

e T1->R1->T2->R3->T3->R2->P1(T1) il fs
* T2->R3->T3->R2->P2(T2) X \
./
R, .
R
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Graph with a Cycle But no Deadlock

* T1->R1->T3->R2->T1
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Basic Facts

« |f graph contains no cycles -no deadlock

 If graph contains a cycle

« —If only one instance per resource type, then deadlock

 — if several instances per resource type, possibility of deadlock
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Methods for Handling Deadlocks

 Ensure that the system will never enter a deadlock state:

» — Deadlock prevention

« — Deadlock avoidance

« Allow the system to enter a deadlock state and then recover

* Ignore the problem and pretend that deadlocks never occur in the
system.
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Deadlock Prevention

* Invalidate one of the four necessary conditions for deadlock:
« Mutual Exclusion

 —not required for sharable resources (e.g., read-only files); must hold for
non-sharable resources

 Hold and Wait

« —must guarantee that whenever a process requests a resource, it does not
hold any other resources

» — Require process to request and be allocated all its resources before it

begins execution, or allow process to request resources only when the
process has none allocated to it.

« — Low resource utilization; starvation possible
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Deadlock Prevention (Cont.)

No Preemption:

— If a process that is holding some resources requests another resource that cannot be
immediately allocated to it, then all resources currently being held are released

— P_([eempted resources are added to the list of resources for which the process is
waiting

- Process will be restarted only when it can regain its old resources, as well as the new
ones that it is requesting

CircularWait:

— Impose a total ordering of all resource types, and require that each process requests
resources in an increasing order of enumeration

Invalidating the circular wait condition is most common.
Simply assign each resource (i.e., mutex locks) a unique number.
Resources must be acquired in order.

. If:

first_ mutex =1

second_mutex =5
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Deadlock Avoidance

* Requires that the system has some additional a priori information
available

 Simplest and most useful model requires that each process declare the
maximum number of resources of each type that it may need

 The deadlock-avoidance algorithm dynamically examines the resource

allocation state to ensure that there can never be a circular-wait
condition

 Resource-allocation state is defined by the number of available and
allocated resources, and the maximum demands of the processes
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Safe State

« When a process requests an available resource, system must decide if
iImmediate allocation leaves the system in a safe state

 System is in safe state if there exists a sequence <P1, P2, ..., Pn> of ALL the
processes in the systems such that for each Pi, the resources that Pi can still
request can be satisfied by currently available resources + resources held by
all the Pj, with j <1 That is:

« — If Pi resource needs are not immediately available, then Pi can wait until
all Pj have finished

« — When Pj is finished, Pi can obtain needed resources, execute, return
allocated resources, and terminate

 — When Pi terminates, Pi +1 can obtain its needed resources, and so on
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Basic Facts

* If a system is in safe state - no

deadlocks

 If a system is in unsafe state - unsafe
possibility of deadlock deadlock

« Avoidance -ensure that a system
will never enter an unsafe state. safe

5 processes PO through P4;
3 resource types: A, B, and
C + Snapshot at time TO:
Allocation Max Available
ABCABCABCP0112
433210P1212322
P2401902P302075
3P4112112
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Avoidance Algorithms

« Single instance of a resource type

. — Use a resource-allocation graph
« Multiple instances of a resource type
. — Use the Banker’s Algorithm

Department of CSE- Data Science



FATME

atme | College of Engineering

Resource-Allocation Graph Scheme

« Claim edge Pi -> Rj indicated that process Pj may request resource Rj;
represented by a dashed line

« Claim edge converts to request edge when a process requests a
resource

* Request edge converted to an assignment edge when the resource is
allocated to the process

« When a resource is released by a process, assignment edge reconverts
to a claim edge

 Resources must be claimed a priori in the system
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Resource-Allocation Graph
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Unsafe State In Resource-Allocation Graph

R,
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Resource-Allocation Graph Algorithm

 Suppose that process Pi requests a resource Rj

* The request can be granted only if converting the request edge to an
assignment edge does not result in the formation of a cycle in the
resource allocation graph
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Banker’s Algorithm

« Multiple instances of resources
« Each process must a priori claim maximum use
« When a process requests a resource it may have to wait

« When a process gets all its resources it must return them in a finite
amount of time
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Data Structures for the Banker’s Algorithm

* Let n = number of processes, and m = number of resources types.

 Available: Vector of length m. If available [j] = k, there are k instances of
resource type Rj available

* Max: n x m matrix. If Max [i,J] = Kk, then process Pi may request at most
Kk instances of resource type Rj

« Allocation: n x m matrix. If Allocation[i,j] = k then Pi is currently
allocated k instances of Rj

* Need: n x m matrix.If Need[i,j] =k, then Pi may need k more instances
of Rj to complete its task

* Need [1,J] = Max([i,j] —Allocation [i,j]
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Safety Algorithm

1. Let Work and Finish be vectors of length m and n, respectively.
Initialize:
Work = Available
Finish [i] =false fori=0,1,...,n-1
2. Find an i such that both:
(@)Finish [i] = false
(b)Needi<=Work
If no such i exists, go to step 4

3. Work = Work + Allocationi
Finish[i] = true

go to step 2

4. If Finish [i] == true for all i, then the system is in a safe state
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Resource-Request Algorithm for Process Pi

* Requesti= request vector for process Pi.
* If Requesti[j] = k then process Pi wants k instances of resource type Rj

« 1. If Requesti<=Needi go to step 2. Otherwise, raise error condition, since process
has exceeded its maximum claim

» 2. If Requesti<=Available, go to step 3. Otherwise Pi must wait, since resources are
not available

3. Pretend to allocate requested resources to Pi by modifying the state as follows:
Available = Available —Requesti;
Allocationi= Allocationi+ Requesti;
Needi = Needi —Requesti;

If safe =>the resources are allocated to Pi

If unsafe =>Pi must wait, and the old resource-allocation state is restored
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Example of Banker’s Algorithm

Example: Consider a system that contains five processes P1, P2, P3, P4, P5 and the three resource types A, B and C.

Following are the resources types: A has 10, B has 5 and the resource type C has 7 instances.

Process Allocation Max Available

A B C A B C A B C
P1 o] 1 0 7 5 3 3 3 2
P2 2 (0] (0] = 2 2
P3 3 (0] 2 9 o] 2
P4 2 1 1 2 2 2
P5 o] o] 2 4 3 3

Answer the following questions using the banker’'s algorithm:

1. What is the reference of the need matrix?
2. Determine if the system is safe or not.

3. What will happen if the resource request (1, 0, O) for process P1 can the system accept this request immediately?
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Example of Banker’s Algorithm

Ans. 2: Context of the need matrix is as follows:

Need [i] = Max [i] - Allocation [i]

Need for P1: (7,5,3)-(0,1,0) =7,4, 3
Need for P2: (3, 2,2)-(2,0,0)=1,2,2
Need for P3:(9,0,2)-(3,0,2)=6,0,0
Need for P4: (2,2, 2)-(2,1,1)=0,1, 1
Need for P5: (4, 3,3)-(0,0,2) =4, 3, 1

Process Need

P1 7 - 3
P2 1 2 2
P3 6 0 0]
P4 0] 1 1
P5 - 3 1

Hence, we created the context of need matrix.
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Example of Banker’s Algorithm

Ans. 2: Apply the Banker’'s Algorithm:
Available Resources of A, B and C are 3, 3, and 2.

Now we check if each type of resource request is available for each process.

Step 1: For Process P:

Need <= Available

7,4 3 == 3, 3, 2 condition is false.

So., we examine another process, P2
Step 2: For Process P2:

Need <= Availlable

1, 2, 2 <= 3, 3, 2 condition true

New availlable = available + Allocation

(S, 3. 2 +F 2. 000)y==353,3. 2
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Example of Banker’s Algorithm

Similarly, we examine another process P3.
Step 3: For Process P3:

P3 Need <= Available

6, 0,0 < =5, 3, 2 condition is false.

Similarly. we examine another process, P4.

Step 4: For Process P4:

P4 Need <= Available

O, 1,1 <=5, 3, 2 condition is true

New Available resource = Available + Allocation

5 3,2+2,1,1=>7,4,3

Similarly, we examine another process P5.
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Example of Banker’s Algorithm

Step 5: For Process P5:

P5 Need <= Available

4,3, 1 <=7, 4, 3 condition is true

New available resource = Available + Allocation

7,4, 3+0,0,2=>7,4,5

Now, we again examine each type of resource request for processes P1 and P3.
Step 6: For Process P1:

P1 Need <= Available

7,4, 3 <=7,4, 5 condition is true

New Available Resource = Available + Allocation

7.4,5+0,1,0=>7,55
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Example of Banker’s Algorithm

So, we examine another process P2.
Step 7: For Process P3:

P3 Need <= Available
6,0,0 <=7.5,5 condition is true

New Available Resource = Available + Allocation
7155+302=>10,57

Hence, we execute the banker's algorithm to find the safe state and the safe sequence like P2, P4, P5, P1and P3.

Ans. 3: For granting the Request (1, 0, 2), first we have to check that Request <= Available, that is (1, 0, 2) <= (3, 3, 2),

since the condition is true. So the process P1 gets the request immediately.
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Example of Banker’s Algorithm

5 processes PO through P4,
« 3resource types: A,B,and C
« Snapshot at time TO:

Allocation Max Available

A B C A B C A B C
PO 112 4 3 3 2 10
P1 212 322
P2 401 902
P3 020 75 3
P4 112 11 2
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Example of Banker’s Algorithm

* i) To find Need Matrix

PO 321
P1 110
P2 501
P3 733
P4 000
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Example of Banker’s Algorithm

i1). Check Safe State or not Safe Sequence

For Process PO

Check that Need <=Awvailable (that is, (3,2,1) <= (2,1.0) [ false
For Process P1

Check that Need <=Available (that is, (1,1,0) <=(2,1.0) [ true
New Available=available + allocation

=2,1,0+2,1,2=4,22

For Process P2

Check that Need <=Available (that is, (5, 0,1) <= (4, 2,_.2) ] false
For Process P3

* Check that Need <=Available (that is, (7, 3,3) <=(4,2,2) L false

Department of CSE- Data Science



FATME

atme | College of Engineering

Example of Banker’s Algorithm

* For Process P4
Check that Need <= Awvailable (that is, (0,0,0) <= (4,2,2) [I true
New Available=available + allocation
=4,2,2+1,1,2=5,3,4
Now again Check for Process P2
Check that Need <= Available (that is, (5, O,B <=(5,3,4) [I true
New Available=available + allocation
=53,4+4,0,1=9,3,5
Now again Check for Process P3
Check that Need <= Available (that is, (7, 3,3) <= (9, 3, 5) [ true
New Available=available + allocation
=9,3,5+0,2,0=9,5,5
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Example of Banker’s Algorithm

* Now again Check for Process PO
* Check that Need <= Avallable (that is, (3, 2,1) <= (9, 5, 5) [ true

Executing safety algorithm shows that sequence < P1, P4, P2, P3, PO>
satisfies safety requirement

1i1). Determine the total amount of resources of each type

Total Amount of Resources= sum of columns ofAllocation + Available
. =8,57+2,1,0

. =10,6,7

iV). What will happen if process P1 requests one additional instance of
resource type A and two instances of resource type C?

Check that Request <=Available (that is, (1, 0, 2) <=(2, 1, 0) [ false

* S0, request cannot be granted, since the resources are not available.
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Deadlock Detection

« Allow system to enter deadlock state
« Detection algorithm
* Recovery scheme
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Single Instance of Each Resource Type

« Maintain wait-for graph
« — Nodes are processes

« —PiJPj

« if Pilis'waiting for Pj

« Periodically invoke an algorithm that searches for a cycle in the graph.
If there is a cycle, there exists a deadlock

« An algorithm to detect a cycle in a graph requires an order of n2
operations, where n is the number of vertices in the graph
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Resource-Allocation Graph and Wait-for Graph

@
R Rs
(a) (b)
Resource-Allocation Graph Corresponding wait-for graph
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Several Instances of a Resource Type

 Available: A vector of length m indicates the number of available
resources of each type

* Allocation: An n x m matrix defines the number of resources of
each type currently allocated to each process

« Request: An n x m matrix indicates the current request of each
process.

* If Request [i][j]= k, then process Pi is requesting k more instances
of resource type Rj
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Detection Algorithm

1. Let Work and Finish be vectors of length m and n, respectively
Initialize:

a) Work = Available
b) Fori=1,2, ..., n, if Allocationi != 0, then
Finish[i] = false; otherwise, Finish[i] = true
2. Find an index i such that both:
a) Finish[i] == false
b) Requesti<= Work
If no such 1 exists, go to step 4
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Detection Algorithm

3. Work = Work + Allocationi
Finish[i] = true
go to step 2

4., If Finish[i] == false, for some i, 1 <=i <= n, then the system is in
deadlock state. Moreover,

If Finish[i]== false, then Pi is deadlocked

« Algorithm requires an order of O(m x n2) operations to detect whether
the system is in deadlocked state
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Example of Detection Algorithm

* Five processes POthrough P4;three resource types
» A (7 instances), B (2 instances), and C (6 instances)
 Snapshot at time TO:
Allocation Request Available
ABC ABC ABC
PO 010 000 000
P1 200 202
P2 303 000
P3 211 100
P4 002 002
Sequence <PO0, P2, P3, P1, P4> will result in Finish[i] = true for all i
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Example of Detection Algorithm

P2requests an additional instance of type C

Request

ABC
PO 000
P1 202
P2 001
P3 100
P4 002
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Detection-Algorithm Usage

« When, and how often, to invoke depends on:

— How often a deadlock is likely to occur?

— How many processes will need to be rolled back?
» one for each disjoint cycle

« [f detection algorithm 1s invoked arbitrarily, there may be many cycles
in the resource graph and so we would not be able to tell which of the
many deadlocked processes*“caused” the deadlock
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Recovery from Deadlock: Process Termination

Abort all deadlocked processes

« Abort one process at a time until the deadlock cycle i1s eliminated

In which order should we choose to abort?

Priority of the process

How long process has computed, and how much longer to completion
Resources the process has used

. Resources process needs to complete

How many processes will need to be terminated

Is process interactive or batch?

SR o o
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Recovery from Deadlock: Resource Preemption

« Selecting a victim —minimize cost
* Rollback—return to some safe state, restart process for that state

« Starvation— same process may always be picked as victim, include
number of rollback in cost factor

Department of CSE- Data Science



